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Data
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in the

Netherlands 
PROS, CONS AND THE SHAKY TIGHTROPE ON

WHICH COMPANIES, GOVERNMENT BODIES AND
INSTITUTIONS FIND IT HARD TO BALANCE

Pieter Sonneveld   Dirkzwager advocaten & notarissen

This article spotlights the major advancements in
understanding privacy and cybersecurity laws in
the Netherlands with the hosting of the inaugural
Society & Law Conference and the launch of
Legal Valley, Netherlands’ most collaborative ini-
tiative to assist clients and counsel combat cyber-
security matters.

RESEARCH INTO PRIVACY AND 
CYBERSECURITY
       “I would be happy to share ideas with you
on how to innovate in a privacy-friendly way.”
This invitation was made by Aleid Wolfsen,
Chairman of the Dutch Data Protection
Authority (DPA), during the start of the first
Society & Law Conference of the Legal Valley         

       Foundation earlier
       this year. The theme

of this Conference was
Privacy: Gain or Pain? 

       Wolfsen’s pledge was perfectly in line
with the guiding theme of the conference
and the spirit in which Legal Valley was
launched. On the one hand, personal data
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is essential for innovation, for example, in
health care. That is the gain. On the other
hand, it always creates the risk of jeopardiz-
ing the privacy of those individuals whose
data is being used. That creates a shaky
tightrope on which companies, government
bodies and institutions find it hard to bal-
ance. And that is the pain. The conference
highlighted these conflicting interests from
different angles. 
        The conference in Papendal,
Netherlands, also marked the official launch
of Legal Valley, the new Foundation that fo-
cuses on the extensive legal sector in
Gelderland and connects all parties involved,
such as law firms, the Public Prosecution
Service, the courts, government bodies, edu-
cation and the private sector. Legal Valley, of
which Dirkzwager is one of the initiators, also
brings social developments and the law closer
together. The Society & Law Conference was
the kick-off for this unique collaborative ini-
tiative. Almost 300 invited guests heard King’s
Commissioner Clemens Cornielje emphasize
that privacy is a more current and important
theme than ever, partly in view of the excesses
on social media and terror threats.

WHAT IS PRIVACY?
       Bart Jacobs, professor of security at the
Radboud University in Nijmegen in the
Netherlands, used a definition coined by
Professor Helen Nissenbaum: “We live in
contexts. Personal information has to stay
within that context. If that is not the case, a
breach of privacy occurs. We are therefore
quite happy if our general practitioner (GP)
or family doctor, if necessary, shares personal
data with specialists. But if that same GP sells
the data to a marketing company, we per-
ceive that as a serious breach of privacy.” 
       On the basis of statements, pitfalls and
recommendations, Jacobs showed that
major technology companies such as
Google and Facebook continually stretch
and change those standards for commercial
purposes. “Through Google Street View, for
example, complete strangers can view our
houses and friends post confidential photo-
graphs of us on Facebook.” 
       Jacobs described privacy as a funda-
mental right that requires far better govern-
ment protection, both technical and legal:
“See privacy and data protection as the new
green, as an opportunity, just as sustainabil-
ity and environmental protection once were,
and which are now fully integrated into the
business models of many companies.”

24/7 ACCESS TO PERSONAL
HEALTH RECORDS
       Kors van Wyngaarden, medical officer
digital health at Philips, noted that care

providers need personal data on a large
scale in order to be able to keep people
healthy for longer or to be able to treat
them more effectively. 
       “But Philips is also a great supporter of
protection of that data. That is why we have
developed a well-encrypted personal health
file – Connect to Healthy – over which every
person concerned has full control. The in-
formation is available everywhere at all times
for those who have been granted access to
the file, such as doctors. For example, in the
event of an accident. You could compare this
to a platform such as ‘Mijn Belastingdienst’
(the platform of the Dutch Tax Authority) in
the Netherlands. The government could
provide this file to its citizens.”

SURVEY RESULTS REVEAL WHAT
PEOPLE REALLY THINK ABOUT
PRIVACY PROTECTION
       Data privacy took center stage during
the conference and 70% of those present
did not believe that privacy hampers
progress in health care; 25% regarded body
cameras for police officers as a step towards
an Orwellian ‘Big Brother’ situation; and al-
most everyone present regarded the famil-
iar consent for data processing as an empty
formality.

STRICT PENALTIES UNDER GENERAL
DATA PROTECTION REGULATION
       One ongoing discussion is the new and
very strict General Data Protection
Regulation (AVG). “The penalties have
soared to a maximum of €20 million,”
notes attorney Mark Jansen, head of
Dirkzwager’s Privacy Department. “Larger
organizations also have to document which
personal data they process. And they have
to record their security measures in writing,
not only in the field of IT, such as encryp-
tions, but also in organizational terms, so
that not everyone can walk into the server
room or see papers or staff files. Finally, cer-
tain organizations are required to appoint
an internal privacy officer, if they process
health data or other sensitive information.”

OPENING A POTENTIALLY VERY 
DEEP HOLE: IDENTIFYING WHICH 
EMPLOYEE DATA EMPLOYERS MAY
RECORD 
       Another current privacy data develop-
ment arises from a current case in which
Dirkzwager is representing a client in an ac-
tion against the DPA. The key question here
is which data employers may record for em-
ployees who do not work 100% of their con-
tracted hours; for example, if an employee
is unable to work due to medical or per-
sonal matters. 

       “Many employers are used to making
direct agreements with their employees on
the extent to which they can still work and
what they can do,” Jansen says. “These
agreements are then recorded. The DPA
has imposed a penalty on this client, be-
cause according to the DPA, such everyday
agreements can only be concluded follow-
ing the mediation of a company doctor. If
that is the case, a very large number of em-
ployers will suddenly have to send a great
many employees to the company doctor. We
have now filed an objection with the DPA
for this client. If that is rejected, we can still
go to court.”

NEW PRIVACY REGULATIONS IN 2018
Privacy is a focus of attention well beyond
the Society & Law conference due to up-
coming new laws and regulations. The
General Data Protection Regulation (AVG
will enter into force on 25 May 2018. The
AVG is far stricter than the current Data
Protection Act (WBP) and imposes various
extra obligations.

WHAT’S NEXT?
At the end of the conference the big ques-
tion remains whether or not the new EU
privacy regulation that comes into effect in
May 2018 is a pain or a gain for companies
and consumers? On the one hand it is help-
ful to have one regulation for the whole of
the European Union to protect privacy, on
the other hand the fear is that there will be
added local regulations in all member coun-
tries that will once again make it more diffi-
cult to comply on an EU scale.
Furthermore, regulations regarding data
protection stand in the way of achieving
progress in different sectors such as health-
care. In order to advise the Dutch Data
Protection Authority, Legal Valley, has com-
missioned a study by honors students of the
Radioed University on the effects of data
protection in the healthcare sector. Stay
tuned. There is much more to come as data
privacy regulations evolve in the
Netherlands, EU and in jurisdictions
around the world.
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